Dept. of Homeland Security Science & Technology Directorate

DHS Facial Recognition

Christopher S. Lee, Esq., M.S., CIPP/G
Directorate Privacy Officer

Science & Technology Directorate
Department of Homeland Security
202-254-2341
Christopher.Lee@hq.dhs.gov




Facial Recognition Use Cases

e Biometrics Optical Surveillance System (BOSS)

e Law Enforcement Facial Recognition & High
Resolution Cameras

e Biometric Entry & Exit




Privacy, civil rights, and civil liberties issues

e Constitutional Rights
¢ First Amendment

m Free Association
m Freedom of Speech

¢ Fourth Amendment

m Unreasonable Search and Seizure

e Privacy
¢ Notice
¢ Compliance

e Civil Rights & Civil Liberties




Privacy Policies

e Biometric Policies

¢ Homeland Security Presidential Directive 24: Biometrics for
Identification and Screening to Enhance National Security

¢ Laws

m [llegal Immigration Reform and Immigrant Responsibility Act of
1996 (Public Law 104-208)

m Secure Travel and Counterterrorism Partnership Act of 2007
(STCPA)

m Enhanced Border Security and Visa Entry Reform Act of 2002
(Public Law 107-173)

e Surveillance Cameras
e Unmanned Aerial Vehicles (UAV5s)




